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23 January 1984
OLL: 84-0303

MEMORANDUM FOR: Director of Central Intelligence

FROM: STAT
Deputy Director, Office of Legislative Liaison

SUBJECT: 27 January White House Meeting on NSDD 84

1. We have learned from Richard Willard, Acting
Assistant Attorney General, that the 27 January White House
meeting, which you have been asked to attend, has been called
at the Department of Justice's initiative in order to arrive at
a clear Administration policy regarding the implementation of
NSDD 84, including specifically the Directive's prepublication
review provision. NSDD 84, a copy of which is attached, was
the product of an initiative by Richard Willard and represents
an attempt to institute some Presidentially-directed procedures
to prevent leaks. Two provisions in the Directive, Section
1(b) regarding prepublication review and Section 5 regarding
the use of polygraph, have caused considerable controversy in
the press and on the Hill and have resulted in the enactment of
legislation placing a moratorium on the expanded use of
polygraph and prepublication review.

2. According to Willard, the following people have been
invited to the 27 January meeting: Edward Schmults, Deputy
Attorney General; Richard Willard; Jim Baker; Ed Meese; Michael
Deaver; Bud McFarlane; Fred Fielding; Richard Darman; and the
DCI. The purpose of the meeting is to permit Willard to set
forth his understanding of the Administration's policy on
leaks, as represented by NSDD 84, and to obtain a decision by
the attendees at the meeting on how best to implement that
policy, particularly vis-a-vis the Congress. As Willard sees
it, the following options are available:

(a) Abandon the prepublication and polygraph
provisions of NSDD 84 in the face of the vigorous
opposition to them;

(b) Hold our ground on these two provisions,
but be prepared to compromise in their implementation.
A specific compromise suggested by Willard is to
limit the prepublication review provision to a
specified number of years after leaving office; or

(c) Develop an entirely new program to cope
with the leaks problem, such as proposing
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legislation to criminalize unauthorized disclosures
or to provide civil penalties for unauthorized
disclosures. Another new approach that Willard
suggests for consideration at the meeting is to
revise DoJ policies which restrict effective

leaks investigations, such as DoJ's extreme
reluctance to interview journalists or to

compel their testimony in the course of leaks
investigations.

3. It is important to note that there has been no
suggestion from the Hill to alter the polygraph or
prepublication programs now in place at CIA and NSA. The
opposition to NSDD 84 is concentrated on the attempt to expand
the use of these devices to officials outside CIA and NSA.

4. Willard is now preparing papers in preparation for
the meeting which will be circulated among the attendees by
Fred Fielding after he reviews them. s
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THEZ WHITEZ HOUSE .

WAZHINSITON : -

March 11, 1983
Naticnal Secuxndiiy Decdsdion
Direeidive Humben 84

safeguarding Nationzl Security Information

‘As stated in Executive Order 12356, only that information whose
disclosure would harm the natlonal security interests of the
.United States may be classified. ' Every effort should bs made to

declassify 1nforﬂaglon that no longar requlres protection in tha
interest of nationa securlty

2t the same time, however, safeguarding against unlawful disclosures
of properly clas 5ified information is a metter of grave concern
nd high priority for this Administration. In additioa to the
Ie%ul’eﬂmﬂuo set forth in Executive Order 12356, and bas=2¢ on the
recommendations contained in the interdepartmental report:

forwarded by the Attorney General, I direct the followln

1. Bach agency oI ‘the Executive Branch that orlgld
or handles classified informetion shall adopt internal p*oc dure"
to safeguard against unlawful disclosures of classified’
information.. Such procedures shall at a mininmum provide as
follows:

a. All persons w1bh authorized access to classified
information shall be required to sign a noandisclosure
agreement as a condition of access. This reguiremsnt nay
be implemented prospectively by agencies for which ths

administrative burden of compliance would otherwise bz
excessive.

- .
: ?u . .
b. A1l pe;sons with authorized access to Sensitive
Compartmented Information (SCI) shall be required to sign
a nondisclosure agreement as a con dition of access to SCI
and other classified information. All such agreemants
must include a prOVLSlon for prepublication review to
assure ae‘etlon of SCI and othar c;a;s;led inio:mdu, on.

c. All agreements regquired in paragr-2hs l.a. and
1.b. must be in a form determined by the De  .rtmsnt oI
Justice to be enforceable in a civil action brought by
the United States. The Director, Information Security
Oversighit Office (I500), shall develop otaﬁddldla&d
forms that satlsgy these recguirements.

é. Appropri ate policies shall bs acopt rad to govern
contacts betwean medla represantatives and agencay rsonnel
so as to redvce the opportunltv for negligent or oallbor“tn
disclosures of classified information. All persons with

zuthorized access to cla*v-fled informaticn shall be
clearly apprlded of the agancy’ s policies in this regard.
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2. Each agency of'thg Executive bran?h that originates ox
hendles classified information shall adopt internal procedures to
govern the reporting and investigation of unautpoglzed dlsg%osures of
cuch information. Such procedures shall at a minimum providae that:

a. A1l such disclosures that the agency c9n§iQer to
be seriously damaging to its mission and responsibilities
shall be evaluated to ascertain the nature of tpe 1n§ormatlon
Gisclosed and the extent to wh%;h it had been disseminated.

b. The agency shall conduct a preliminary intermal .
investigation prior to or concurrently with seeking ;
investigative assistance from other agencies.

c. The agency shall maintain records of disclosures
so evaluated and investigated. - | .

d. Agencies in the possession of classifie@ information
originating with.another agency spall cooperate Vlth.the .
originating agency by conducting 1nt9rnal investigations of
the unauthorized disclosure of such information.

e. Persons determined by the agency to hgvg knoyingly
made such disclosures or to have refu§ed cooperat%on w1t§ .
investigations of such unauthorized d%sclosgres will be denied
further access to classified information and subjected to
other administr:tive sanctions as appropriate.

.

3. Unauthorized disclosures of.classified inEormat@on shall
be reported to the Department of Justice and the InLormatloi'
Szcurity Oversight Office, as rgqulred by sta?ute and Exgcublve -
orders. The Department of Justice shall CQnFlnug Eo review :
revorted unauthorized disclosures of_claSSLEled informatlion ?O
cetermine whether FBI investigatiggbls,warragteq. Interested ]
gevartments and agencies shall be consultgd_ln ceyeloplng criteria
for evaluating such matters and in determ;nlng whlgh cases shOulg
vreceive investigative priority. ?he FBI is agthor%zed to )
investigate such matters as constitute Qotent}al violations of )
federal criminal law, even thoush a@mlnlstratlve sanctions may bz
scught instead of criminal prosecution.

4. TNothing in this directive is intende% to mciify or
preclude interagancy agreesments betw§an FBI and gtper €r1mlnal
investigative agencies rgga?di§g theixr responsibility for ) .
conducting investigations within their own agencies or departments.

5. - The Office of Personnal Managerent and all departmens
and agencies with employees baVLng access to classlglga information
are directed to revise existing regula:lgns-and pollgles, as .
nccessary, so.that emplovees may.be required to sgbmlt FO pgly?raﬁn
examinations, when appropriate, in the course of investigations oX
unauthorized disclosures of‘c1a551f1ed 1nforma§1on- As a mlni@fT,
cuch regulations shall permit an agency to decide that approprizte
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‘adverse conseguences will follow an emgl?yee'évrefusal to cooparate
with a polygraph examination Fhat is limited in scope to ?hg ]
circumstences of the unauthorized disclosure under investigation.
Agency regulations may provide that only the head of the agency,

or his delegate, is empowered to order an employee to submit to a
polygraph exanmination. Results of polygraph exawminatlions should

not be relied upon to the exclusion of other information obtained
during investigations. )

6. The Attorney General, in consultation with the Director,
. Office of Personnel Management, is requested to establish an
interdepartmental group to study the ?e@eral_persgni?l.securlEy .
progran and recommend approgria?g_rev1510n3'ln existing Execg.;ve
orders, reculations, and guidelines.
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